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Subject:

Guide (Adviso{t, No. 19i

context clsA has tereased a guide on detecting and mitigating Active Ditectory
(AD) comptomises. AD, centrar to enterprise IT networks, is a ftequent target for cyberattacks
due to its complex configuation and legacy protocol suppon.

2' Technical Details' The gulde outlines cofirmon attack techniques Iike
Kerbetoasting, AS-REP Roasting and passwotd Spraying. It also deta s mitigation strategies
such as implemendng Mictosoft's Entelprise Access Moder, minimizing SpNs, enforcing
Kerberos pre-authentication and using Group Managed service Accounts. Toors rike
BloodHound and Pingcastre are recommended for detecting misconfigurations, enhancing
AD security posture against the evolving cyber thteats.

3' Recommendation. To protect against AD compromises, users and adminisuators
ate advised to follow the precautionary measures as wel as the specialized tools as suggested
by CISA. Also all the AD configurations should undergo a pedodic review.

4' Kindly disseminate tre above information to ar concerned in your otgarizaion,
attached/ affl)tated departrnents and ensure necessary protective measures.

(M., eed)
Deputy Secretary G\f TISB)
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