
Government of Pakistan
Ministry of Aviation

*r***
Islamabad, the 22h Augnst,2024

Subject: -

Please find enclosed a copy of Cabinet Division's Memorandum No. 1-5/2003/24 (NTISB-

II), on the subject cited above for compliance ofdirections therein.

Encl: As above

lqtry-

11. Adeel Yousfani
PIA IT Building Ground Floor Network Hall
Karachi.

ll l. Director General,
Airports Security Force, HQ
Karachi

lv Director General,
Pakistan Meteorological Department, Sector H-8/2
Islamabad

,/7

F. No. l(2)/2023-IT-NA

MEMORANDUM

CYBER SECURITY ADVISORY - Gooete Chrome Securitv Update
(Advisorv No.15.
CYBER SECURITY ADVISORY - Windows Outaee affectine Version l0 and
1l Globallv (Advisorv No.16)
CYBER SECURITY ADVISORY - Konfetv Group Tarsets Android Users
with Evil Twin Malicious Plav Store Aps (Advisorv No. 17)
CYBER SECURITY ADVISORY - Prevention asainst Cvber-Attack on the
Event of National Davs (Advisory No.l8)

(Haliz Tahir Mahmood)
Network Administrator

Tel:051-9203217

i. Director General,
Civil Aviation Authority, HQ
Karachi



i
I

I
i

GOVERNMENT OF PAKISTAN
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pvCo
Principal Secretary to the PM, Prime Nfinistel's Sectetariat, Islamabad

Secretary to the President, Aiwan-e-Sadar, Islamabad

Cabinet Secretary, Cal>inet Dirision, Islamabad

Additional Secretrry-IIl, Cabinct Division, Islamtbad
Director Genettl fl'cch), Dte Gen, ISI Islamabad

Ditector (IT), Cabinct Diyision, Islamabad
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Subicct: Cvber Secrrritv Advisorv - Google Chtome Securin' Untlatc (Advi{E)-
No. 15)

Introduction. Googlc has relcased Chtome brorvsct r.ctsic,,n 126 with

secutity updates to addtess 10 vulnetabilities.

2. Vulnerability Details. I\{ajoriry of the vulnerabilitjes ate l'riqh-scvcriry

mernory issues potentially leading to Sandbox Escapes and Remote Code L'lxccution.

Fixes includc flarvs in V8's Implementation, Type Confusion and Use-After-lrree btrgs

in Scre.en Captute, Mcdia Stteam, Audio and Navigation. Google also addressrcl Race

Condition in DevTools and an Out-of-Bound memory access in V8. No exploits in dre

rvild are reported but users are urged to ,pi"t" promptly'

3. Recommendations. To safeguard against Chrome vulnerabiLities, users

are advised to ensufe that Google Chrome browser is updated to following versions

@y navigating to Setting>About Chrome and Relaunching the browset):

a. Version 126.0.647 8.182 ot latet on Vindows/Linux
'b. Version 126.0.6478.783 or later on macOS

c. \rersion 126.0.6478.186 ot latet on Android

4. I(indly disseminate the above information to all concerned in yout
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message DIIIVER-OVERRAN-STACK-BU 
FFER' Ptevenung

operluofl
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3.

users/adrninistrators 
are advised to perform following stePs:

a. Root rvirrdos's into safe mode or the rvindows recovery environrnent
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c. l,ocate the file mrtching C

d. FinallY, boot the rvindorvs

c. Ctos'cistrikc trx rnaY bc aP

-00000291*'sYs 
and delete this file
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Copy to:

I . Principal Secretary to the Pi\{, Prime Minister's Sectetatiat, Islamabad
2. Secretag, to the President, Aiwan-e-Sadar, Islamabad
3. Cabinet Secretarl', Cabinct Division, Islamabad
-1. -r\cldit.ionalSecretary-Ill, CabinctDivision,Islamabad
5. Director General (fech), Dtc Gen, ISI Islamabrd
6. Director (T), Cabinet Division, Islamabad
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i d. Restrict unnecessary app
I

r e. Download and install so

fe ro Tar ets droi sef rvith vil
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s permission and set to rvhile using App only.

ftrvare only from official app stores like play Store or
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Introduction' Recently, Googre play store identified and thwarted an active
maiicious campaign targeting Android users groba,y. corectively named as Konfety Apps;
this campaign used 250a Decoy Evil rwin android applications (Annex - A). The malicious
activity is allegedly conducted by the Russian Konfety cybercrime group having urtedot
motives pdmady backed by monetary gains using advertisement fraud.
2. Mo us Ooe randi. Attackets use advettising campaigns to ptomote modiEed
APK and redirects users to download maricious apps. Konfety marrvare invorves a &opper
APK that further loads an obfuscated stager and back doored SDK, making it highry evasive
hence difficult to detect. Futther, the decoy twin apps used by attackers appeat harmless wh e
Evil Twin mimics them to comrnit ad fraud, install payloads, second stage maru/ares and code
injection etc.

3' Mitigation' Although Googre has removed I(onfety apps from its pray Store,
horvevet, if any of the attached maricious Iionfety apps found instalred on smait phones,
following temedial measures may be opted:

a. Immediately uninstall specific I(onfety app.

1 b. Petform a factory reset.
I

J c. Take a backup ofpersonal media files (excluding device/system apps).
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i th. IOS App Store.

f. I(eep your smart phone, OS and apps updated.

g' Regularly check the smat devices/wi-Fi data us:rge of apps instarled on smart
devices.

h Use a reputed anti-r'irus and internet security softrvare package on your smart
del-ices.
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4. I(indly disseminate the above information to all concetned in yout

organizarion, attached/affiliated departments and ensute nccessary protective

meas,ures-

d Usman Tariq)
stant cretary (ISJTISB-II)

t\v Ph# 0s1-9204560

Copy to:

Secretaries of the Provincial Governments

1. Principal Sectetary to the PM, Prime Minister's Sectetariat, Islamabad

2. Sectetary to the President, Airvan-e-Sadar, Islamabad

3. Cabinet Secretary, Cabinet Division, Islamabad

4. Additional Sectetary-Ill, Cabinet Division, Islamabad

5. Dfuector General (Iech), Dte Gen, ISI Islamabad

6. Directot (IT), Cabinet DMsion, Islamabad

0" )%t
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Annex-A

ST K

App Name

E AP

Best Stanrs

(Already Removed by Google play Store)

Ser App Name

Learn Eoglish Urdu

Calaxy F-ightet
3 Akbar

Ser

?

5 Dream Head Soccer 6 Drive me

1 rvcet Cendy Cream RainS Double Co

9 Block Puzzle 10. Goddess Photo

11. Endless Airplane 72. Dict En lt Free

13. Modern Snake 14. Santa Stuck

15 Car Crash 16. Stteet Fight

77. Drarv 1B Tourism

19. Spin Tunnel 20 Jervel Puzzle Nerv

21. X Racer 22. Head Soccer

23 Skate Surfers 24 Tunnel

25. Tuneonn Lal 26. Space Craft

27 Tennis Ball Bounce 28 ark Hunter Hungry FishSh

29. Viking Saga Bouncy Ball

31. 32. Falling BlocksIndian Border Animal

Dorvnhill Bus Racing .)+. un'ival Secret Agent Prison N{afiaS

35. Football Cup 36. Eye Color Editot
37. Fruit Splash Basketball

39. Car Chase 40 GTi Drag Desert

41. Max Parking +2. Jump Ninja

43. Tank Batde Games Free 44 Words Play

45. 46. MP3 Cutter

47. Monster Defense 48 Insta Frame Pic Collage

---l

4.

30.

33.

38.

Balt Hop
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Piano Balls

55 Latest Punjal;i Scngs

5l Tuoeonn Horror

Offroad ltacing

Tuneom Dohe

r\nimal Dash i{ng

SwingThtu50.
Provetbs and SaFNgS49.

Dvng Doggoa,a

Bounce Ball 251.

High Dive
53.

54

:,o

Tuneonn Yoga

5S

60.
59

62
Tuneonn.Jokes61

Smart Quiz Price

Petsonai Voice Judge

64Dtaw My Story61.

Self-Study Yoga66.
Zor,:rbie APocalYPse65.

Drift Tunet 201 968.
Candy Heroes Maoia67.

Ni Mobile70.AyurvedaTuneonn69

Caesar EmPire1)
Soccer Ping71.

Flight Sim 3D Pilot14.
Color JumP

Big Farm16.Fruit Srveet Blast75
Fout Pics One Word78.

77

Flash Cards E"glrth80.
Sniper Var Survival

Myth Puzzle

79.
Border Lineo,

R Drift81.

Aptitude Test84Boom Rocket83.

Fatty Ninia86.Life Quote85.

English Status And Message88.Dcstiny Photo Mixera)/.

Nfind Quiz Brain Out90.English Stories89.

Deep Sea Advenure92.
UPSSSC Exam91.

Qiu QiuJstzs94.Bike Trail Srunt N{aster Racing Games93.
Cook Book

Umbrella Dorvn95.

Back Hand SPring98.
Pets Animals91 .

Fruit J uice100.Furious SPeed Car Stunt99

Mao Miecz102.Moto Racing Bike Stunt Traffic Racet
101.

G BalI104.Indian Mountain Jeep Drive103.

73.

96.



105. Truck Bike Racing 106. Congratulation

101.
108 Ludo Legend

109

Ludo Star N{aster

Colo Monopoly

Ivlilitary Suit Photo Montage

I Stic l3alls111

I i.l
112

1',L4.

Runner Subrvay 11,6. Tip King

Pac Monoid 1 '18 I-ove QE-
11,9. M Food 120.

121. Cat Run 122. Tamil
123. Chess Opening 124. Space Ship

725. Jewel Deluxe 126 Dict En Ru Ftee

127. Devil Fighter 728. Reasoning

129 Apple Shooter Game 130. Bhakti Rings

131. Fight Ord 132 Wrapping Bubbling
133. 134 Enigmas

135. Starus I(atta 136. Biliiard Club Deluxe

Critical Suikes 138. Devinettes

1,39. peed Car Bump ChallengeS 140 GTR Redline Racing

1 4 1. Cook From Bis 142. Racing Girl
143. Candy Splash 144. Meme Katta

145. Flandled Spinner 146. Yanggedw

147 Racing Stunt Man 148. Blind Zombie

149. Pt Call Ghost 150. Caesar Empfue

151. Dragon Huntet 152.

153. Bike Racing SimulatoiCazy 154. Karvaypk

155 Apk Share For You 156. Ma Mam Nq01

157. Race and ldll 158. Brain Ball Bash

159. Oil Train Transporter 160. Cattoon Quiz

r-Jb;

Gravity Pipes

Nature Puzzle

Subwav Sur[

117.

110.

1 15.

Dino Bomb

Test Inteligencia

137.

Retro Drag

l
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Cooking F-evct Craze Expen lt{adness

165 Calculator 'falks

761 Cube Jump

169. Ilomantic Belis

Video Media N{P3 Cutter

Double Corks

TSII.

Aqua Fish

167. Candy Land 162.

Snorv Queen 2 Bird Weasel164.

166.

168

110.

Tap Soccer111 Tractor O ftroad 17 4.

Flappv Bee 114. Bistro Cook

115 Selfi Cam Beauty I /O. Waheguu Ji Tone MP3

"t71 Acertijo 178. Hindi Gtammar

119. Japan Race 180. Buyaocc2

181. Kick It 182

183. Missiles 184. Huochai Rjtzz

185. Stickv Mn 186. Fk Xrty

187 High \Var Racet 188. Fighter Two Playets

189. Real Dtift 190. Shatk Hunter Hungry Fish 2

1 o
1 Star Stell Story Leam English Tenses In Urdu

193. Heary Bike Racet 194. Dict English Synonyms Free

195. Soccer I(icks Penalty Shootout 196. Pr Call Buger

191. Angry Bunnies 198. Diving Doggy

199. Tonne For Arabs Rubicon Car Stunts

20't. Drarving the Path 202. Adriver Jyeghz

203. Train Simulator 204 M Scary

205 Jump OneJump 206. Dubgeon

201 208 English Flash Card Learn Word

209. Jump Bump 210. Jirouu

211. Old Movies 212 N{aze

213. Marathi 274. Dict En El Free

215 Trump Talk 216. Pet Patkour

163.

171.

Gongfu Hcrwz

192.

200.

ZigzagHighrvay



217 Hindi Status 218 ne Flight Pilot Landing SirnPIa

21,9. Windorv Photr:l fidiror 220. Play Mini Wodd

223 224.

225.

Monte Cdsto Link 'fo 8 Puzzie

221.. Fortress Defense

l'uneonn Health Tips zzt) -

227 Car Wash 228. Zombieland

229. Tuneonn Vastu ?30 Adrivcr Ezidzz

231. Latest Arabic Ring 232. Chess Game

231. Conversation 234 Vid Fake Scar Mo

tJ5. Snt Near '
236. Mp3 Cutter

237. Puzzle Classic 238. English Toefl Learn Word

239. Slime 240. Dict En Hi Free

241. Pictue Game 242.

)4.7 Fallin Bali 244 English Audio Story

Nbzh

)tq FIib Bottle 246. Stickman Backflip Pro

247. Coloring App 248. Slime Wallpapets

249. TSR 250. Hidden Object

251. Maths 252. Dict French Free

253. Tuneonn Hindi Stories 254. Dtarving The Path

S rvir rgs 256. Snorv Queen Bird \Yeasel

,ll{o.r

Tuneonn Love Stories

Waheguru Ji Tones

Xiao Jie Jahz

222.

255.
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It has generally been observed that hostile elements tend to sabotage National Days of
Pakistan by disrupting IT sen'ices of critical informat-ion infrastructure (cII), Government
Ministries and depattments. on the occasioo of Independence Day (14 Augu sg2024),rr/or
services disruptioo attempts by hostile elements cannot be ruled out.
2' ln addition, hostile elements/state spondoied maricious actors typicalry target IT
inftastrucnue/websites of Defence sector and sensitive instalations to tarnish the ,grobal,

image of Pfistan.

3. It is likely that hostile elements may launch cyberattacks on cII on Nationar Days (14
Aug and 6 Sep 2024).

4' Above in view, cyber Secudty best pracdces are artached (Annex-A) to sensitize cII
tegulators' stakeholders, IT/website adminisrators'and service providers to take additional
security precautions (such as sustenance of internet baclihaul against DDoS attack, web server
hatdening, trafficr/integrity monitoring etc.) to avoid possibre setvice disruption, rvebsite
defacement and hacking attempts.

5' Kindly disseminate the above information to all concerned in yout organization,

,s-lr
1--..1

Tariq)
ISB-rr)

Copy to:

7.

2.

3.

4.

5.

Principal Secretary to the pM, prime Ministet's Sectetatiat, Islamabad
Secretary to the President, Airvan-e-Sadar, Islamabad
Cabinet Secretary, Cabinet Division, Islamabad
Additional Secretary-III, Cabinet Division, Islamabad
D.kector General (Iech), Dte Gen, ISI Islamabad

' Director (IT), Cabinet Division, Islamabad.6.
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Annex-A

P

INFRASTRUCTURE

Guidelines for ITlWeb Admins

1. Upgrade OS and rvebservers to latest version'

2. Website admin panel should only be Accessible via rvhite-listed IPs'

3. DeFend the rvebsite against SQL iniection attacks by using input validation

technique.

4. Complete analysis and penettation testing of application be caried out to identi$

potential threats.

5.Completervebsitebedeployedoninlandsewersincludingdatabaseandrveb

infrasuuctute.

6. HTTPS protocol be used for commuoication between clicnt web sefvef.

T.Applicationanddatabasebeinstalledondifferentmachineswithpropetsecurity

11.

hardening.

Sensitive data be stored in encrypted form with no direct public access'

DB user privileges be minimized and limited access be gtanted inside

progtamming code.

Ptopet secudty hatdening of endpoints aod servets be petformed and no

unnecessary potts and applications be used'

Updated Antivirus tools/ Firewalls be uscd on both endpoints and servets to

safeguatd ftom potential thteats-

Enforce a strong Password Policy.

Remote management services like RDP and SSH must be disabled in production

envitonment-

DeployWebApplicationFirervalls(WAF)fotptotectionagainstwebattacks.

Employ secute coding practices such as parametedzed queties, propet input

sanitization and validation to temove malicious sctipts'

I(eep svstem and trctrvork tlcviccs up to-clatc'

Loq tctcndon polici' rrru'sr I:c Llcvised fot :lt icast 3r months oil scDllllito dclict i< 'r

ettitclit't's rcconttaiss:tt':cc.

8.

9.

10.

12.

13.

14.

15.

16

11.
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2

Guidelines for Email Security

1. IJse Strong' Passwords

a. To ensute email

P hi

secudty, always use strong passwords by employing
combination of alphanumeric, special chatacters, upper and lower case letter.

b. Avoid using general and easily guessable passwords e.g. DOB, own,/family
aames, vehicle registtation number etc.

c. Regulady change passwotds.

Avoid Email ID Exposure

a. Avoid shadng email ID rvith unknown persons.

b' Always confirm the identity of the individu ar to/ ftomrvhom email is being
sent/received.

c. Avoid providing personal deteils in suspicious intemet campaigos.
d' Never use of'cial email for private communication. Ahvays use separate email

IDs for petsonal and official correspondence.

e. Never configute/ use official email on mobile phones.
3

a. Nevet open ernail attachments from unknown sources/senders.
b. If an email seems suspicious, just ignore iq even don,t try to unsubscribe it by

clicking unsubscribe link as it may allow hacker to access your emails daa.
c. Never open any attachment without anti-virus scan.
d' If any suspicious ema is received immediately consult IT Administtator of

your, organization.

4 t d

a. All email attachments sent must be encrypted with password.
b. Password must be communicated thtough a separare channel such as SMS,Call or WhatsApp message.
c. Delete password from the sending channel (SMS, WhatsApp etc) once

_ received by the receiving patty.
Use Two Factor Authqntication '

a. In addition to strong passrvords, also use two factor autherrt_icatjon e.g. OTp
ia call / message, passrvord rcentcr me chanism-erc.

b. Nevet shatc your C)ne Tlme passrvotd (0Tp) rvith anyone.

J.
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Endpoint (computer system or laptop) on rvhich official emtil/ Cata is being
accessed/sent must be secured

antivirus/anti -mahvare soludon.

b. Ahvays keep system Firervalls activated and updated.

Use Robust Paid Anti-Spam Filters

a. Use reputed Spam Filters.

b' Do not rely on Google/yahoo's Spam F,tets as email attackers have becomc

. much sophisticated.

a. Never Store petsonal and official data on cloud storage.

b. Avoid using onlne document converting tools (Wotd to pDF etc) with cloud
based data storage technology.

r. Few guidelines

@ut not limited to) ate as undet:

Do not shate official documents via lThatsApp, Telegtam, Messenger and other
so called end-to-end encrypted messaging apps/secret chatting applications as

their servers are hosted outside pakistan.

Do not use online PDF Scanner apps., OnIy scafl secret documents via
of6cial hardened scanners.

Do not discuss secret official matters on call/SMS,/landline/GSI{ WhatsApp
etc. Use ofEcially dedicated communication numbers.

Never store secret oFficial documents in personal mobiles, pC.

Do not store secret ofEciar documents in online systems. Arways derete data
after usage.

Avoid using free and luctative apps as majority of them steal data from pC and
mobile phones.

Do not use cracked versions o[ software. Always install paid software from
official support and store.

Ensue hatdening of all online and offline ofEcial system.

-4-

through reputed, licensed ar-rd updated

1
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h.
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i0. General uidelines

a. Public WiFi is more susceptible to attack as compated to private WiFi.

b. Public viFi Administtator might be monitoring nerwork uaffic and data sent

online via internet packets.

c. Passwords may be stored by network Administrato!. Therefore, avoid using

public lfiFi for accessing petsonal/ official email.

d. Regulady check and apply security updates.


