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GOVERNMENT OF PAKISTAN
PAKISTAN METEOROLOGICAL DEPARTMENT
(HEAD-QUARTER’s OFFICE)

SECTOR H-8/Z P.O. BOX 1214
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No. GA-9(4)/2022-23 / 9 R0  Dated, the I SAug, 2024
CIRCULAR
Subject: CYBER _SECURITY ADVISORY (14) TARGETED ADVANCE

PERSISTENT THREAT (APT) AGAINST GOVERNEMNT OFFICERS

Please find enclosed herewith a copy of Ministry of Aviation Memorandum
No.1(2)/2023-IT dated 30-07-2024 along with Copy of Cabinet Division’s Memo No.
1-5/2003/24(NTISR-T} dated 22-07-2024 (dowaload complete document from PMD website

under the heading “circular”) on the above noted subject for information and compliance, please.

Encl: (As Above)

i

- £ 165

(AHTISHAM ZAFAR)
Administrative Qificer
Jfor Director-General
Meteorological Services
Distribution:
01. Chief Met. R&D / NOMC, PMD Islamabad.
02.  Chief Met. FFD Lahore / HQ’s Camp Office Met. Complex Karachi.
03. Director RMC, Lahore / Karachi / Quetta / GB / Peshawar.
04. Director, NWFC / NAMC / Seismic / NDMC / Planning / Media Cell / Nuilah Lai, PMD
Islamabad.
05. Director, Maintenance / F&C / IMG / CDPC, Karachi. M V/\/V\
06. SPS to D.G. Met. Services, Islamabad. .
07. Senior Programmer, IT, Islamabad. \\\ M
08. DCAO(E)/ AO (B), PMD Islamabad. v AT
09. Dy. Director, Coordination, PMD Islamabad. {( %\
10.  Accounts Officer, PMD Islamabad.
11. DDO, PMD Islamabad.
12.  Hafiz Tahir Mehmood, Network Administrator, Ministry of Aviation.
13.  Security Officer, PMD Islarabad.
L"14. Web-Master, PMD HQs Offie Islamabad io upload the circular on the Official Website
under the tab circulars.
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GOVERNMENT OF PAKISTAN
MINISTRY OF AVIATION
RS A
- PN B2y 20230y [slamabad, the 30™ July, 2024
MEMORANDUNM

Subject: - CYBER _ SECURITY  ADVISORY {14 TARGETED  ADVANCE

PERSISTENT THREAT (APT) AGAINST GOVERNMENT OFFICERS.

Please find enclosed a copy of Cabinet Division's Memorandum No. 1-5/2003

(NTISB-H), dated 22 July, 2024 on the subjeet cited above for compliance of directions therein.

el As above

-
Bt

{Hafiz Tahir M;hnmml}
Network Administrator
Tel: 051-9203217

1 Director General,
Civil Aviation Authoriy,

Karachi

1, Adeel Youstani
I'T Building Ground Flour Network Hall
Kuarachi

1. Director General,
Adrports Seeurity Foree,
Kurachi

v, Dircetor General,
Pakistan Meteorological Department,
{slamabad
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GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT
CABINET DIVISION
(NTISB)

Qo s sBe L Fslumabad, the 2% July, 204

Targeted Advanced Pe reistent Threat (APT) against_govecnnient
Officers (Advisory No. 14)

A trscred AT siek has been lawnchied against government oificer

hroush ditferen WhareApp numbers and phishing ciils, The attacker s suine

various mobile nuinters and emails with fake donaing to send diferent messuge:,

. ) by
while attempting o linnch a evber-uttack through nudware, The attacker sends Remote

Avcess Toods TRAT Sl o RAR tormat for accessing the devices,

The WhatsApp

v

aumnber. G O335783

-

1767251 (1355

Bt v TOL3, O3R5TS8TTO10, 2217150,

VASET 5

,}

SOUGTRT U3 TIRTONAUR, U3SS2G66R 1.

Al deparomentsmay Bndle insteuct their officers & stafF not ro downlond

LR L8

Pl recetved trony the slhasementioned \WWhats, \pp numbers or any vakoown

Lt

Lers ennds to pootect their ¢

AN N ‘At- AN v} > 1. e 5 ™ H . . . . . .
Fandly disremiinae the above information 1o 2l concerned in vour

1 v - \
Sainlned depnt

SN A

1
A0d ensare neCessary

- |

(Muhammad Usman Tarig)
Assiseint Scevetey-11 (NTISB)
Q. Phs# 031-b204560

-

s/ Biisians_of the Feder al Loverpment and Chief
Scereraries of the Provineind Governments

Ao

Al Seervtaries of Nt

(fupy [EFM
Lo Prinegal Seeretary 1o the PM, Prinie Mindster™s Secretariat, Tshmabid
2o Seovniy to the ! n\‘id ent, Arwan-e-Sadar, Tslnmbad :
E3 Cabrnet Sedvetn Cabinet Division

I:~1;!m.rl>;td

B Aebevioqud Searenas -1 Cabinet meun, fslamabud .
a, Iivectonr General Tledh Dire Gen, 150 Ishimabadd
o Dirccnor U O e Drvisten, Tl
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