e

__Government of Pakistan

e

Ministry of Avigtion -

3k ok ohokoak -
F. N, M2 mLI-NA Islamabad, the 19% Feb, 2024

MEMORANDUM

Subject:- - FAKE _EMAILS FORWARDED TO MINISTRIES/DIVISIONS FROM
EMAIL ID OF JS(CGORD).

Please find enclosed a copy of Cabinet Division’ s Memorandum No. 1- 5/7003/59

(NTISB-II), dated 6t Oct, 2023 on the subject cited above for compliance of directions therem

el _Remedial Measures’ (Annex- [) are forwarded herewith for 1nformat1on and compliance of priority = .

basis.

Encl: As above

ol

(Hafiz Tahir Mahmood)
Network Administrator
Tel: 051-9203217

- 1. Director General,

Civil Aviation Authority,
Karachi

ii. -~ Chief Information Officer (PIACL)

PIA Building 4% Floor, DG Secretariat
Room No. 416 Blue Area, cMn) / d
Islamabad : ge;f éR(xD) - é 7
: Dir (P) Br»[ 2
“1ii.  Director General, Dir (NWFC)
Airports Security Force, DD {COY
Karachi : =
: : AR ARy : By No__ (ASS
iv. - Dlrector General R

Qate %ﬂ
Pakistan Meteorological Department,
Islamabad :

Diwl ()
:DCA/D ¢ &5
2Dl‘)l’\/\1 .




— REMEDIAL MEASURES — o O
1. All the hard drives of infected systems should be isolated immediately.
Connect new hard drives to the systems, install latest registered windows.
Update and install latest updates and drivers. i

3. Cracked software should not bé installed.

4. Install any highly reputed antivirus alongside windows defender. Install Updates.

And scan the whole computer,

Copy the required data from isolated hard drives without opening any file as per
, following: e T L
' i. Do not paste any file that is in compressed érchiVe, i.e. rar,7z,zip tar etc.
If necessary, Copy the extracted file. |

ii. Paste only document files, i.e. doc, docx pdf, xls, etc.

iii.  Scan above files with updated antivirus

iv.  Copy these files to new hard drives.
Block all the 10Cs (Hashes, IPs, C&C) attached at Appendix-| (ATP Attack
Files) ‘
Block all the IOCs/Hashes for 6ther detected malware.

e

‘Follow ali the recommendations mentioned in NTISB's advisories.




Q Attachment View : ‘ Ps
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Annex-MV: List of Malicious Files, hashes and their C&Cs =

PDF_Reader.exe | 4c401b701d96237 d068a316a2b297 184 151.236.30.248

s = _.lFS_"_,rar__ ST

& F’DF_,_l?eader.'cexe 40705fe6321-’127ed6d8155dc72f56747 45.86.162.12
3. » ' 1151.236.9.174 ibomain
msas.msi 7dc1cl21554dce36958614817(33(‘531«36 Name:
e s | RS TR R PAEE R ... .| Qutlook.officeweb.live]
4. Secur32.dit cSBaelee;:bOaOOG?’.’)m)lt}l1::1b6(37b120 209.2197.23.8
5. gls.exe d67fb0753c53f2655f6ce88264903f05 flp://.l.93.109.120.133:443
8. /| Adobe_PDF.exe e4cebEbA08s3ecadc76i5dboaB 546595 85.239.61.53 !
2. glsx.exe " 159e7138fe7b77d387cf3b58876608279 ftp://'194.36.188.9:443
8. Dart.exe - ‘JSfSOO‘IddSalSd14b03falbbf0b1e3;§1 194.61.120.50:8080
= stx.exe 142c82580b747636222¢f570a4391968 188.119.149.201
A0 mepiens 4b6bB135c2d48891¢68cc66cdI934ca0
S 'a;.r_\.;;‘_i_‘:.‘_,.i.,_..w..,. doecEe -‘ Bl T T
Solidarity Day 123513 68147bca33113d55fce4c023252f 23.163.0.133
05.02.2023.doc St :
20 2023 Military ) ’ : i .
Awards.pdf.chm e326777a34b1.~752b66218316cf588b3 Bbss.gov.pk
13, Kashmir
Report.rar | 992e1ac3c087f0712c38787a96d4d430 151.236.20.248
» serpexe et el 2
14, Notice 3rd : o
meeting EC d6cicibf33992271d1:8.(¢e(::def3(‘10a852 P




