oy,
No. GA-9(4)2023-24 ‘1% Dated, the |

E-Mail
GOVERNMENT OF PAKISTAN
PAKISTAN METEOROLOGICAL DEPARTMENT
(HEADQUARTERS OFFICE ISLAMABAD)

th
?)rOctober ,2023

CIRCULAR

Subject: CYBER SECURITY ADVISORY- JUNIPER RELEASE SEP 2023

CRITICAL PATCH UPDATE (ADVISORY NO.60)

CYBER SECURITY _ADVISORY- MICROSOFT PATCHES 59 X
VULNERABILITIES INCLUDING 2 X ZERO DAYS (ADVISORY NO.61)

Please find enclosed herewith copy of Ministry of Aviation’s Memorandum No.

1(2)/2023-IT-NA dated 10-10-2023 along with Copy of Cabinet Division’s Memorandum No.
1-5/2003(NTISB-1I) dated 04-10-2023 (download complete document from PMD website under
the heading “circular”) on the above noted subject for compliance of directions therein.

Encl: (As Above)
j;w/

(MUDASSAR IQBAL)
Administrative Officer
for Director-General

Meteorological Services

Distribution:

01. Chief Met. R&D / NDMC, PMD Islamabad.

02. Chief Met. FFD Lahore.

03. Chief Met. Camp Office Karachi.

04. Director RMC, Lahore / Karachi / Quetta / GB / Peshawar.

05. Director, NWFC /NAMC / Seismic / NDMC / Planning / Media Cell / Nullah Lai, PMD
Islamabad.

06. Director, Maintenance / F&C / IMG / CDPC, Karachi.

07. SPS to D.G. Met. Services, Islamabad.

08. Senior Programmer, IT, Islamabad.

09. DCAO (E)/ AO (B), PMD Islamabad.

10. Dy. Director, Coordination, PMD Islamabad.

11.  Accounts Officer, PMD Islamabad.

12. DDO, PMD Islamabad.

13.  Security Officer, PMD Islamabad.

14. PA to CAO, PMD HQs Office Islamabad.

s

Web-Master, PMD HQs Office Islamabad to upload the circular on the Official Website
under the tab circulars.

Tre” / M h



F.No. 1(2)/2023-IT-NA v Islamab

(.«
-

Subject: -
Please find enclosed a copy of Cubinet Division’s Memorandura No. 1-5/2003/59
Ath o~ e e 1 - sl » :
(NTISB-II), dated 6" Oct, 2023 on the subject cited above forcompliance of directions therein.

Enel: As above

e

fiz Tahir Mahmood)
t\VUx k Administrator
Tel: 051-9246090

Z
o

1. Director General, .
Civil Aviation Authorily, '

" < ko @'”f)

1. Mr. Syed Saglain Gerdazi,

Chief Information Gfficer (PIACL), T /
PIA Building 4™ Floor, LAE

Room No. 416 Blue Area, F

Islamabad q

o s

itfi.  Director General,
Airports Security Force,
Karachi

iv.  Dircctor General,
Pakistan Meteorclogical Department,
Islamabad




(>\(‘/

Government of Pakistan Q/
Ministry of Aviation i
F. No. 1(2)/2023-IT-NA Islamabad, the 10 Oct, 2023
MEMORANDUM
Subject: - CYBER SECURITY ADVISORY - JUNIPER RELEASE SEP 2023

CRITICAL PATCH UPDATE (ADVISORY NO. 60)
CYBER SECURITY ADVISORY ~MICROSOFT _PATCHES 39 X

VULNERABILITIES IN CLUDING 2 X ZERO DAYS (ADVISORY NO 61)

Please find encloged g copy of Cabinet Division’s Memorandum No. 1-5/2003
h

(NTISB-II), dated 4t Oct, 2023 on the subject cited above for compliance of directions therein.

Encl: As above )\
. LAY “J
Tqhns
(Hafiz Tahir Mahmood)
Network Administrator

Tel: 051-9246090

i.  Director General,
Civil Aviation Authority,
Karachi

ii. M. Syed Saglain Gerdazi,
Chief Information Officer (PIACL),
PIA Building 4 F loor,
Room No. 416 Blue Area,
Islamabad

ii.  Director General,
Airports Security Force,
Karachi

iv.  Director General,
Pakistan Meteorological Department,
Islamabad




7 U3 , TR e, T b nabad ‘eA“‘October ’»’023‘
Subject: Cyher Sacurty # : ;

cises Sep 2023 Critical Patch
‘

S

[ Patch Updates for Sep 2023.
£-2023.36844 . 20’)338847 and
e component, Phete CVEs affect Jurios 08 (SRX i irewall
and EX swi%ch) Consequem’v, an attacker can remo tely expioit them C take conftro]
of an affected systemidevice. |
2, Above in view, aji Juniper nrodyct veer: gnd administrators are
fequested o appiy ne sCessary u as per device pecmoo tions from Juniper’s
official support (www. -Supportportal.jur her.net)

e the above info; ‘Mmation to all concerned in your

ned/affiliatec departments and ensure necessary

b

(Muhammad Usman Tarig)
Assistant "wec retary-| (NTISB)
Phi# 051 1-9204560

e

Jivisions . of -'i‘gg__ﬁqgggggj GQ_\LQiQﬁ‘{gnf and Chief
.J(Qc\'/wr unents '

Principal Secretary to the Prime
Islamabad

Secretary to the pr resident, Aiy
Cabinet Secretar ry, Ca
Additional Secretary-||
Director Genera! (Tech

Director (IT), Cabinet uivx

Minister, py rme Mmlbfo s Secrefariat,

wan-e- Sadar, [s hrnabafi
i et Division, !blam.;c d

? sabinet Divig ion, Islamabad
'7tc Gen [5] Islamabad
sion, Islamabad

s ':r;’:'-"?

s ' % E

- C
'.'\y,lk-

f,. Lg P a 0(5-.«
) / (x){f?"’; ) g
T # i
-g‘ = i
S .
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o

GO'»”ER?"F?:}\‘T OF PAKI ISTAN
CABINET SECRETARIAT i
CAB!E\JET DiVISION

=
-i

(NTisHy) o
No 1= 5/2003 (NT:C‘B H) T T isfamabad-the “{ "October, 2023
Subject - Qy_ber Sacun?y Advisory ’f‘ oft L—’a tches Ei‘ywnﬂrablhties

muumng Zero £ero Days s {Adv

_ Microsoft haS tssued Patches for 59 X CVEsg including two zero-day
bugs {x ieta;ls as listed be!ovv).

!

. a. Mi nue Soft Streammg Seivice Proyy Privilege Escalation (CVE-
(I 2021}-36802).

; b. Microsoft Word informatior Disciosyre Vz.:!nerabi!éty (CVE-2023.
i . it

L : : 3676“1\

2. Above in vnew admtmq‘rrmor, ANG users of g I\fhcrosoﬂ products are

adwsed to update (wav:oes/appfications, to the atest Patched version (as of 12
September, 2023 . op above) irom Microsoft's official Support
(Www.subport.microsoft.Com).

W
focatll

Kindly disseminate the above information o all concerned jp your
Orgamizalions, 4 ailache ed/affiliateg Gepartments and  ensyre fiecessary

protectwe mea%u.w

4

(?‘fiunammaa Usman Tarig)
Aszistant § Secretary.j| (NTISB)
Ph# 051- -9204560

All Secretaries of Mzmsxraes/mvmzom_‘g? dhe Federal Government and Chief
Secretaraes of the Provine; nc;al Governments

Copy to: -
“Principal g ._,ecretary t0 the Prime v nister, Prime Minister's Secretariat,
Islamabadq
Secretary to the President, Ajwa e-Sadar, Islamahag
w.,u-“ Wme;my bablnet vars'o,z lslamabad

ionaj uec;ekary-m Cabine r‘),w% ion, isfamabhadg

Dxrector General (T. ech), Dte Gen g Is!'wm“‘“ad

Director (IT) abmﬁt Division, hlamabad
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Lieutenant Colonel
{Muhammad Usman Tarig)
Assistant & Secrets ary-ii \NT‘JB)
Ph#051-9204560
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F.No.1-5/2003/56;

Subject:

“Ap PEX_agends.rs
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