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\j %-5- Subject: Guidelines for Installing Critical Security Patch
G&! (J,g The National Computer Emergency Responsegeam of Pakistai "?‘nCERT) stands as a
§ 0! cornerstone in the nation's cyber security archltecmré’ﬁenm$ed vvlth p1vota1 responsibilities in
g
& &8 safeguaring our digital infrastructure and addressmg cybe\rsecunty threats As a proactive entity,
E‘ 3" nCERT is committed to ensuring the resﬂlex{cie and security, ofigalqstan s digital ecosystem.
f—_ P i2. The establishment of %Cfi:.}%ngthe dehneatlon of its functions are underpinned by
@
8 Tfthe CERT Rules, 2023, enactedaunde} theauthon{y?conferred by Section 51, in conjunction with
r\ 13
:’; ‘?o’b’ Section 49 of the Preventlon of Electronlceénm{b A¢t, 2016 (XL of 2016), the National Cyber Security
B O~ Policy, 2021, and the Sta{utory Ng}t}ﬂcatlon SR.0.376(I)/ 2024 issued by the Ministry of Informtion
g § Technology and Telecommumcatlonfl(Mol’IT} on 5th March, 2024. These legislative provisions

empower nCERT to exé%ﬁte its mandate effectively and efficiently, ensuring the secunty and
resilience of Pakistan's dlgaw%msystem '
3. One of\¢,he? primary functions of nCERT is to provide guidelines for cyber security
< implementation actoss various domains within its constituencies. Guidelines formulated by nCERT
& (GRC Directorate), are aimed at enhancing cyber security posture across gove'?-nment and National
- Critical Information Infrastructure (CIT). With this vision; n‘é‘ERTfhas released a crtitcal security patch
for the Windows Operating System to address the ecentfvulnerablhtles that can compromise the
security of our digital infrastructure. %ﬁ Q/
Please follow the below instructions: & G\
1. Visit the official nCERT report portal\ htrps 1 /pkce ’?}port/updates/secunty—patch/ KB5003142
2. A digital signature verification prompt«wﬂl appear M
OK and then click on’Insta]l fo procee%\\;nth the patch.
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