
Immediate

GOVERNMENT OF PAKISTAN
CABINET DIVISION

******

SUBJECT: FAKE LETTER GUIDELINES FOR INSTALLING CRITICAL SECURITY PATCH
CIRCULATING ON NTISB NAME

It is to notify that a fake letter with subject “Guidelines forInstalling Critical
Security Patch  ”, Letter No. F. No. 1-4/2025(23) nCERT dated 10  April, 2025 asking
audience to download and install a windows security patch is being circulated on NTISB’s
name. The link given on the letter is also invalid and may contain some malicious file.

2.                 It is also observed that by misunderstanding posture of the letter being
legitimate, some section officers have circulated scanned copy of the letter within their
internal network.

3.                 It is therefore; strictly advised to stop circulating this letter immediately
along with notifying prior recipients of the letter. Moreover, NTISB issues this kind of
instructive information in the form of security advisories. Therefore report and verify any such
documented circulation asking to download any ambiguous link prior further spread.

4.         Forwarded for immediate action, please.

Major Hafiz Adnan Rana
Assistant Secretary NTISB-II

                   Cabinet Secretary, Cabinet Division(CAB), Islamabad
                   Secretary Establishment Division, Establishment Division(ESTAB), Islamabad
                   Foreign Secretary, Ministry of Foreign Affairs(MOFA), Islamabad
                   Secretary Finance, Ministry of Finance(MOF), Islamabad
                   Secretary, Ministry of Defence (Defence Division)(MOD), Rawalpindi
                   Secretary (DP), Ministry of Defence Production(MODP), Rawalpindi
                   Secretary Climate Change, Ministry of Climate Change and Environmental
Coordination(MOCC), Islamabad
                   Secretary, Ministry of Commerce(MOC), Islamabad
                   Federal Secretary (MoCommunication), Ministry of Communications,Islamabad(MOCM),
Islamabad
                   Secretary, Ministry of Energy Power Division, Islamabad(MOEPWD), Islamabad
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                   Secretary (Education), Ministry of Federal Education and Professional Training(MOFEPT),
Islamabad
                   Secretary, Ministry of Housing and Works(MOHW), Islamabad
                   Secretary, Ministry of Human Rights(MOHR), Islamabad
                   Secretary, Ministry of Industries & Production(MOIP), Islamabad
                   Secretary MoIBC, Ministry of Information and Broadcasting(MOIBC), Islamabad
                   Secretary IT, Ministry Of Information Technology and Telecommunication(MoIT),
Islamabad
                   Secretary of Interior, Ministry of Interior and Narcotics Control(MOI), Islamabad
                   Secretary IPC, Ministry of Inter-Provincial Coordination(MOIPC), Islamabad
                   Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, Ministry of Kashmir Affairs & Gilgit
Baltistan(MOKAGB), Islamabad
                   Secretary LAW & Justice, Ministry of Law and Justice(MOLJ), Islamabad
                   Secretary, Ministry of Maritime Affairs(MOMA), Islamabad
                   Secretary, Ministry of National Food Security and Research(MONFSR), Islamabad
                   Federal Secretary of MoNHS, Ministry of National Health Services Regulations and
Coordination(MONHS), Islamabad
                   Secretary, National Heritage and Culture Division(NHCD), Islamabad
                   Secretary, Ministry of Overseas Pakistanis & Human Resource Development(MOPHRD),
Islamabad
                   Secretary, Ministry of Energy (Petroleum Division)(MOPNR), Islamabad
                   Secretary Ministry of Parliamentary Affairs, Ministry of Parliamentary Affairs(MOPA),
Islamabad
                   Secretary Planning, Ministry of Planning Development & Special Initiatives(PC), Islamabad
                   Secretary, PA&SS Division, Poverty Alleviation and Social Safety(PASS), Islamabad
                   Secretary, Privatisation Division(PRIDIV), Islamabad
                   Secretary (Railways), Ministry of Railway, Islamabad(MOR), Islamabad
                   Secretary, Revenue Division(REVDIV), Islamabad
                   https://10.2.101.208/ords/r/eoffice/e-admin/login?session=3897095409241, Ministry of
Religious Affairs and Inter-Faith Harmony(MORA), Islamabad
                   Secretary Science and Technology, Ministry of Science and Technology(MOST), Islamabad
                   Federal Secretary, Ministry of Water Resources(MOWR), Islamabad
                   Secretary SIFC, Special Investment Facilitation Council(SIFC), Islamabad
                   Secretary ECP, Election Commission of Pakistan(ECP), Islamabad
                   Additional Secretary(Admin), National Assembly Secretariat(NAS), Islamabad
                   Secretary Revenue Div/Chairman FBR, Federal Board of Revenue(FBR), Islamabad
                   Accountant General, Accountant General Pakistan Revenues (AGPR)(AGPR), Islamabad
                   Chairman, Pakistan Electronic Media Regularity Authority, Islamabad(PEMRA), Islamabad
                   Chairman HEC, Higher Education Commission(HEC), Islamabad
                   Chairman OGRA, Oil and Gas Regulatory Authority (OGRA)(OGRA), Islamabad
                   Chairman PTA, Pakistan Telecommunication Authority(PTA), Islamabad
                   Director General (Admn), FEDERAL OMBUDSMAN OF PAKISTAN(FOP), Islamabad
                   Director General, Directorate General Immigration & Passports(DGIP), Islamabad
                   Director General (IDB), Intelligence Bureau Division(IBD), Islamabad
                   Director General FIA, Federal Investigation Agency, G-9/4 , Mauve Area, Islamabad(FIA),
Islamabad
                   Director General - Admin, National Information Technology Board(NITB), Islamabad
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                   Secretary, National Security Division(NSD), Islamabad
                   DG -(nCERT), NCERT(NCERT), Islamabad
                   Managing Director, National Telecommunication Corporation, Islamabad(NTC), Islamabad
                   Secretary To The President, AIWAN-E-SADR(PS), Islamabad
                   Special Secretary, Prime Minister's Office(PMO), Islamabad
                   Cabinet Division No.1-4/2024(63)NCERT Dated 09 May , 2025
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