
GOVERNMENT OF PAKISTAN
MINISTRY OF DEFENCE (DEFENCE DIVISION)

******

SUBJECT: CYBER SECURITY ADVISORY FAKE CAPTCHA BASED PHISHING CAMPAIGN
DELIVERING LUMMA STEALER MALWARE (ADVISORY NO. 04/2025))

Kindly find enclosed herewith a copy of self explanatory Cabinet Division's letter No. 1-
5/2003/24(NTISB-II) dated 26  March , 2025 on above subject alongwith its enclosure for your
information and taking recommended security measures against phishing campaign delivering
Lumma Stealer Malware.

2.    Forwarded for your information and further necessary implementation, please.

Muhammad Haroon Alam
Section Officer D-18

                   Military Accountant General, Military Accountant General(MAG), Rawalpindi
                   Director General, Military Lands and Cantonments(MLC), Rawalpindi
                   Director General, Ministry of Defence
Pakistan Armed Services Board Secretariat

(PASB), Rawalpindi
                   Director General PMSA, Pakistan Maritime Security Agency(PMSA), Karachi
                   Director General, Federal Government Educational Institutions, 189-A, Sir Syed Road,
Rawalpindi(FGEI), Rawalpindi
                   Surveyor General, SoP(SoP), Faizabad Rawalpindi
                   Director Admin, Joint Staff Headquarters JSHQ(Joint Staff Headquarters JSHQ), Adm Dte
Chaklala Garrison Rawalpindi
                   DG ISI, Dte Gen ISI(Dte Gen ISI),
                   Director Admin, NHQ(NHQ), Islamabad
                   Director Admin, AHQ(AHQ), Air Headquarters Islamabad
                   SD Dte, GHQ(GHQ),
                   DS (Army-C), Ministry of Defence (Defence Division)(MOD), Rawalpindi
                   JS-VII, Ministry of Defence (Defence Division)(MOD), Rawalpindi
                   Director General, Pakistan Civil Aviation Authority(PCAA), Karachi
                   Director General, Pakistan Airports Authority(PAA), Karachi
                   Director General, Airports Security Force(ASF), Karachi
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                   Director General, Pakistan Meteorological Department(PMD), Islamabad
                   Chief Executive Officer, Pakistan International Airlines Corporation Limited(PIA), Islamabad
                   Director, Bureau Aircraft Safety Investigation(BASI), Rawalpindi
                   Ministry Of Defence (Defence Division) No.4/4/D-18/2025 Dated 23 April , 2025

Copy for information to:-

                   1- SO-(BASI), MOD, Rawalpindi
                   2- Sr JS-III-(Admin), MOD, Rawalpindi
                   3- JS-I, MOD, Rawalpindi
                   4- JS-V- PN/MAW, MOD, Rawalpindi
                   5- JS-II, MOD, Rawalpindi
                   6- JS-VI IS, MOD, Rawalpindi
                   7- DS Coord, MOD, Rawalpindi
                   8- DS Budget, MOD, Rawalpindi
                   9- Director Legal, MOD, Rawalpindi
                   10- DCM, MOD, Rawalpindi
                   11- JS-IV, MOD, Rawalpindi
                   12- JS-VIII, MOD, Rawalpindi
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