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GOVERNMENT OF PAKISTAN
CABINET DIVISION

******

SUBJECT: CYBER SECURITY ADVISORY - BEWARE OF FAKE PKCERT SECURITY PATCH EMAILS (ADVISORY NO. 05/2025)

It has been observed that a fraudulent email is being circulated, claiming to be from PKCERT regarding a
critical security patch update (CERT-PK-2025-004). The email urges recipients to install a security patch, which may
contain malware or it may be a phishing attempt.

2.         Kindly disseminate the above information to all concerned in your organization, attached/affiliated
departments and ensure necessary protective measures. 

Major Hafiz Adnan Rana
Assistant Secretary NTISB-II

                   Secretary To The President, AIWAN-E-SADR(PS), Islamabad
                   Addl Secretary-I, Prime Minister's Office(PMO), Islamabad
                   Secretary Establishment Division, Establishment Division(ESTAB), Islamabad
                   Secretary-(AV-DIV), Ministry of Defence (Defence Division)(MOD), Rawalpindi
                   Secretary, Ministry of Commerce(MOC), Islamabad
                   Secretary, Ministry of Defence (Defence Division)(MOD), Rawalpindi
                   Secretary (DP), Ministry of Defence Production(MODP), Rawalpindi
                   Secretary (EAD), Economic Affairs Division(EAD), Islamabad
                   Secretary, Ministry of Energy (Petroleum Division)(MOPNR), Islamabad
                   Secretary, Ministry of Energy Power Division, Islamabad(MOEPWD), Islamabad
                   Secretary (Education), Ministry of Federal Education and Professional Training(MOFEPT), Islamabad
                   Secretary, National Heritage and Culture Division(NHCD), Islamabad
                   Secretary Finance, Ministry of Finance(MOF), Islamabad
                   Secretary, Revenue Division(REVDIV), Islamabad
                   Foreign Secretary, Ministry of Foreign Affairs(MOFA), Islamabad
                   Secretary, Ministry of Housing and Works(MOHW), Islamabad
                   Secretary, Ministry of Human Rights(MOHR), Islamabad
                   Secretary, Ministry of Industries & Production(MOIP), Islamabad
                   Secretary MoIBC, Ministry of Information and Broadcasting(MOIBC), Islamabad
                   Secretary IT, Ministry Of Information Technology and Telecommunication(MoIT), Islamabad
                   Secretary of Interior, Ministry of Interior and Narcotics Control(MOI), Islamabad
                   Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, Ministry of Kashmir Affairs & Gilgit Baltistan(MOKAGB), Islamabad
                   Secretary LAW & Justice, Ministry of Law and Justice(MOLJ), Islamabad
                   Secretary, Ministry of Maritime Affairs(MOMA), Islamabad
                   Secretary, Ministry of Interior and Narcotics Control(MOI), Islamabad
                   Secretary, Ministry of National Food Security and Research(MONFSR), Islamabad
                   Federal Secretary of MoNHS, Ministry of National Health Services Regulations and Coordination(MONHS), Islamabad
                   Secretary, Ministry of Overseas Pakistanis & Human Resource Development(MOPHRD), Islamabad
                   Secretary Ministry of Parliamentary Affairs, Ministry of Parliamentary Affairs(MOPA), Islamabad
                   Secretary Planning, Ministry of Planning Development & Special Initiatives(PC), Islamabad
                   Secretary, PA&SS Division, Poverty Alleviation and Social Safety(PASS), Islamabad
                   Secretary, Privatisation Division(PRIDIV), Islamabad
                   Secretary (Railways), Ministry of Railway, Islamabad(MOR), Islamabad
                   Secretary, Ministry of Religious Affairs and Inter-Faith Harmony(MORA), Islamabad
                   Secretary Science and Technology, Ministry of Science and Technology(MOST), Islamabad
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                   Secretary SAFRON, Ministry of Kashmir Affairs & Gilgit Baltistan(MOKAGB), Islamabad
                   Federal Secretary, Ministry of Water Resources(MOWR), Islamabad
                   Secretary, National Security Division(NSD), Islamabad
                   Secretary SIFC, Special Investment Facilitation Council(SIFC), Islamabad
                   Additional Secretary, Ministry of Climate Change and Environmental Coordination(MOCC), Islamabad
                   Additional Secretary, Ministry of Inter-Provincial Coordination(MOIPC), Islamabad
                   Secretary, SENATE of PAKISTAN(SENATE), Islamabad
                   Secretary ECP, Election Commission of Pakistan(ECP), Islamabad
                   Secretary BoI, Board of Investment(BOI), Islamabad
                   Secretary, FEDERAL OMBUDSMAN OF PAKISTAN(FOP), Islamabad
                   Secretary (Mgt/HR.IR-III), Federal Board of Revenue(FBR), Islamabad
                   Secretary Revenue Div/Chairman FBR, Federal Board of Revenue(FBR), Islamabad
                   Chairman, Pakistan Electronic Media Regularity Authority, Islamabad(PEMRA), Islamabad
                   Chairman HEC, Higher Education Commission(HEC), Islamabad
                   Chairman OGRA, Oil and Gas Regulatory Authority (OGRA)(OGRA), Islamabad
                   Chief Executive Officer (NITB), National Information Technology Board(NITB), Islamabad
                   Director General FIA, Federal Investigation Agency, G-9/4 , Mauve Area, Islamabad(FIA), Islamabad
                   Director General, Directorate General Immigration & Passports(DGIP), Islamabad
                   AD (Admin), National Telecommunication Corporation, Islamabad(NTC), Islamabad
                   Director General (IDB), Intelligence Bureau Division(IBD), Islamabad
                   Accountant General, Accountant General Pakistan Revenues (AGPR)(AGPR), Islamabad
                   Additional Secretary-III, Cabinet Division(CAB), Islamabad
                   Section Officer(Coord), Cabinet Division(CAB), Islamabad
                   Deputy Director-IT, Cabinet Division(CAB), Islamabad
                   Cabinet Division No.1-5/2003/24(NTISB-II) Dated 03 April , 2025

Muhammad Haroon Alam

Sectio
n Offic

er D
-18

23 April ,
 2025, 0

1:30:13 PM

Rafia
 B

ibi

 P
rogrammer-I

II

 Frid
ay, 

23 M
ay, 

2025, 9
:18:23 A

M

Rafia
 B

ibi

 P
rogrammer-I

II

 Frid
ay, 

23 M
ay, 

2025, 9
:18:23 A

M


